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Browser Trends / Browsers Privacy People-Based

Browsers are making tracking harder

Evolution of Safari Intelligent Tracking Prevention (ITP)

ITP ITP 2.0
Cookies can be Cookies can't be Cookies are partitioned and Existing cookies
usedina usedina Cookies not persisted in 3rd-party are purged.

contexts. New cookies are blocked.
3rd-party context.  3rd-party context. purged. I :
| L | > l | <
) I : 0 days 30 days
0 days 1day 30 days

Days of use after the most recent interaction with the

Days after the most recent interaction with the website.

website or successful use of the Storage Access API.
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ITP 2.1

Cookies are blocked Existing cookies are purged.
in 3rd-party contexts. New cookies are blocked.

I |

| | "
0 days 30 days

Days after the most recent interaction with the website
or successful use of the Storage Access API.




Browser Trends / Bsrowsers Privacy People-Based

An increasing focus on privacy + data rights

Most online consumers protect data when
the benefit is not clear

Source: Kleiner Perkins Internet Trends 2018 /
Deloitte To share or not to share (9/17)
Note: n = 1,538 USA consumers in cooperation with SSI

© 2019 Adobe. AllRights Reserved. Adobe Confidential

Consumers Taking Action To Address Data Privacy Concerns

Deleted / Avoided Certain Apps || INEGTGNGNENEEEEEEEEEEEEEE /-
Adjusted Mobile Privacy Settings || NEGEGTGTGTNGEEEEEGE <7
Disabled Cookies || NG 25
Didn't Visit / Closed Certain Websites || NNNNEEG 27
Closely Read Privacy Agreements _ 26%

Did Not Buy Certain Product [l 9%



Browser Trends / growsers Privacy People-Based

2 An increasing focus on privacy + data rights

There is increasing regulatory focus on data
collection and sharing

*x X % " | CALIFORNIA
|l|“  CONSUMER
" PRIVACY ACT

* Ul

GDPR Ready




Browser Trends / growsers Privacy People-Based

Transition from device-based to people-based marketing

How Many Connected Devices Do US Adults Think
They'll Be Using by 2022?
% of respondents, Aug 2018

20+
4?’:.

16-20
3%

Note: includes smartphones, laptops, smart TVs, game consoles,
wearables, connected car systems, smart home devices and other
connected devices

Source: Transaction Network Services, "Operator IoT Intelligence Report"
conducted by Kantar TNS, Dec 11, 2018

244087 www.eMarketer.com

obe Confidential.




Browser Trends / Bsrowsers Privacy People-Based

What can you do about it?

»» Keep calm and carry on! The customer experience starts and ends with properly identifying your customers
and serving them the experience they are looking for

¢ Stay educated and up-to-date on visitor ID methods

* While Adobe works to provide identification options, maintain the best tracking methods that meet your
company's requirements

% Respect consumer's privacy

© 2019 Adobe. AllRights Reserved. Adobe Confidential
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Cookie Types & ID’s




|dent|fy|ng Visitors / Cookie Types Legacy ID Service

Name: S_vi
Location: = Domain of the image request*
Contents:  Unique visitor ID time/date stamp

Format: 2E2DA97A050353B0-6000118FE0000425

*https://sstats.adobe.com/b/ss/[RSID]/1
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|dent|fy|ng Visitors / Cookie Types Legacy ID Service

Name: s_fid
Location:  Parent domain (first party)
Contents:  Fallback Unique visitor ID time/date stamp

Format: 2E2DA97A050353B0-6000118FE0000425

© 2019 Adobe. All Rights Reserved. Adobe Confidential.



|dent|fy|ng Visitors / Cookie Types Legacy ID Service

Name: AMCV_###@AdobeOrg

Location: = Domain of the website (first party)

Contents:  Unique Visitor Experience Cloud IDs (MID, AID)
Format: AMCV_F6421253512D2C100A490D45%40AdobeOrg

© 2019 Adobe. All Rights Reserved. Adobe Confidential.




|dent|fy|ng Visitors / Cookie Types Legacy ID Service

Name: Demdex

Location:  Demdex.net (37 Party)

Contents:  Unique User ID (UUID)

Format: 06151304227769720433039235178204449977

© 2019 Adobe. All Rights Reserved. Adobe Confidential.



|dent|fy|ng Visitors / Cookie Types Legacy ID Service

Name: Custom Visitor ID (VID)
Location:  Not really a cookie
Contents:  Unique ID

Format: Random Value

© 2019 Adobe. All Rights Reserved. Adobe Confidential.




|dent|fy|ng Visitors / Cookie Types Legacy ID Service

© 2019 Adobe. All Rights Reserved. Adobe Confidential.




|dent|fy|ng Visitors / Cookie Types Legacy D Service

LEADERBOARD

VID (s.visitorID)

AID (s_vi)

MID

FID

HTTP Mobile Subscriber Header

SN A ol I B B

IP Address / User Agent

© 2019 Acube. +.« Rights Reservea. Agope wui...—



|dent|fy|ng Visitors / Cookie Types Legacy D Service

Raw data examples

| Custom ID | AID | MID | Effective ID |
cust_visid mcvisid post_visid
1234567 1212121 0 1234567 0
2345678 0 2323232 2345678 0
3456789 3434343 4545454 3456789 0

© 2019 Adobe. All Rights Reserved. Adobe Confidential.




|dent|fy|ng Visitors / Cookie Types Legacy D Service

| Custom ID

Raw data examples

AID | MID

Effective ID

cust_visid

mcvisid

4545454 0

post_visid

4545454

© 2019 Adobe. All Rights Reserved. Adobe Confidential.

5656565 8989898

5656565



|dent|fy|ng Visitors / Cookie Types Legacy D Service

Raw data examples

| Custom ID | AID | MID | Effective ID |

cust_visid mcvisid post_visid visid_type

7878787 7878787 5

© 2019 Adobe. All Rights Reserved. Adobe Confidential.




Legacy Tracking




|dent|fYIr\g Visitors / Cookie Types Legacy |D Service

Analytics
: Data Collection
Cookies
siteA.com -
metrics.siteA.com . '
S_VI

8989898 S_VI -
8989898
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|dent|fYIr\g Visitors / Cookie Types Legacy |D Service

Analytics
: Data Collection
Cookies
siteA.com -
metrics.siteA.com . '
S_VI

8989898 S_VI -
8989898
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|dent|fYIr\g Visitors / Cookie Types Legacy |D Service

Analytics
: Data Collection
Cookies
siteA.com
207.net / omtrdc.net ..'
S Vi
8989898 S_VI -
8989898 ~
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|d€ﬂt|fY|ng Visitors / Cookie Types Legacy ID Service

Cookies

demdex.net

demdex
UUID | ABCDEFG

siteA.com
AMCV

MID | 4545454

siteA.com

123456789 @AdobeOrg b

ID Service

Analytics Data
Collection

AMCV

N

4545454




|dent|fy|ng Visitors / Cookie Types Legacy ID Service

var visitor = Visitor.getInstance("INSERT-MARKETING-CLOUD-ORGANIZATION-ID-HERE", {
trackingServer: "INSERT-TRACKING-SERVER-HERE", // same as s.trackingServer
trackingServerSecure: "INSERT-SECURE-TRACKING-SERVER-HERE", // same as
s.trackingServerSecure

// To enable CNAME support, add the following configuration variables

// If you are not using CNAME, DO NOT 1include these variables
marketingCloudServer: "INSERT-TRACKING-SERVER-HERE",
marketingCloudServerSecure: "INSERT-SECURE-TRACKING-SERVER-HERE" // same as
s.trackingServerSecure

// Use Case: cookieDomain

// Required: www.example.com.uk

// Not quuired: www.example.co.uk
cookieDomain:"example.com.uk"

})s
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Identlfylng Visitors / Cookie Types Legacy ID Service

Takeaways:

*¢* There is a defined precedence order when multiple cookies exist

** MID values are derived from the Experience Cloud Org ID and the UUID in the
Demdex cookie

© 2019 Adobe. All Rights Reserved. Adobe Confidential. |
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Return Visitors




I\/Iaintaining Visitors / Return visitors Visitor Migration Grace Period

var visitor = Visitor.getInstance("INSERT-MARKETING-CLOUD-ORGANIZATION-ID-HERE", {
trackingServer: "INSERT-TRACKING-SERVER-HERE", // same as s.trackingServer
trackingServerSecure: "INSERT-SECURE-TRACKING-SERVER-HERE", // same as
s.trackingServerSecure

// To enable CNAME support, add the following configuration variables

// If you are not using CNAME, DO NOT 1include these variables
marketingCloudServer: "INSERT-TRACKING-SERVER-HERE",
marketingCloudServerSecure: "INSERT-SECURE-TRACKING-SERVER-HERE" // same as
s.trackingServerSecure

// Use Case: cookieDomain

// Required: www.example.com.uk

// Not quuired: www.example.co.uk
cookieDomain:"example.com.uk"

})s
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I\/Iaintaining Visitors / Return visitors Visitor Migration Grace Period

ID Service

Cookies

siteA.com

metrics.siteA.com

S VI
8989898

Analytics Data

demdex.net Collection

demdex

AMCV
UUID | ABCDEFG 123456789 @AdobeOrg 2

4545454/8989898

siteA.com
AMCV

MID | 4545454
AID | 8989898
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I\/Iaintaining Visitors / Return visitors Visitor Migration Grace Period

Takeaways:

¢ Migrates an existing s_vi cookie to the AMCV cookie (AID)

*¢ Requires the trackingServer and trackingServerSecure configurations

© 2019 Adobe. AllRights Reserved. Adobe Confidential |




Visitor Migration




I\/Iaintaining Visitors / return visitors Visitor Migration Grace Period
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I\/Iaintaining Visitors / retum Visitors Visitor Migration Grace Period

Old Tracking Server
(s_vi)

New Tracking Server
(s_vi)
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I\/Iaintaining Visitors / retum Visitors Visitor Migration Grace Period

Visitor Migration ID Service

TrackingServer TrackingServer O

S vi C S Vi

TrackingServer Parent Domain
S Vi AMCV (AID)
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I\/Iaintaining Visitors / retum Visitors Visitor Migration Grace Period

Visitor Migration ID Service

TrackingServer TrackingServer O

S vi C S Vi

TrackingServer Parent Domain
S Vi AMCV (AID)
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I\/Iaintaining Visitors / retum Visitors Visitor Migration Grace Period

siteA.207.net Q
Scenario @ O

} No ID Service (

)

O

Metrics.siteA.com
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I\/Iaintaining Visitors / retum Visitors Visitor Migration Grace Period

siteA.207.net Q
Scenario @ O

} No ID Service (

)

O

Metrics.siteA.com
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I\/Iaintaining Visitors / retum Visitors Visitor Migration Grace Period

Scenario @

} ID Service —
1 year

© 2019 Adobe. AllRights Reserved. Adobe Confidential

siteA.207.net 9

O

)

C

O

Metrics.siteA.com



I\/Iaintaining Visitors / retum Visitors Visitor Migration Grace Period

Scenario ®

} ID Service —
1 year
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C
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Metrics.siteA.com



I\/Iaintaining Visitors / retum Visitors Visitor Migration Grace Period

Scenario @

} ID Service —
Same Time
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siteA.207.net 9

O

)

C
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Metrics.siteA.com



I\/Iaintaining Visitors / retum Visitors Visitor Migration Grace Period

siteA.207.net Q
Scenario O )

} ID Service — (

Same Time

O

Metrics.siteA.com
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I\/Iaintaining Visitors / Rretum Visitors Visitor Migration Grace Period

var visitor = Visitor.getInstance("INSERT-MARKETING-CLOUD-ORGANIZATION-ID-HERE", {
trackingServer: "INSERT-TRACKING-SERVER-HERE", // same as s.trackingServer
trackingServerSecure: "INSERT-SECURE-TRACKING-SERVER-HERE", // same as
s.trackingServerSecure

// To enable CNAME support, add the following configuration variables

// If you are not using CNAME, DO NOT 1include these variables
marketingCloudServer: "INSERT-TRACKING-SERVER-HERE",
marketingCloudServerSecure: "INSERT-SECURE-TRACKING-SERVER-HERE" // same as
s.trackingServerSecure

// Use Case: cookieDomain

// Required: www.example.com.uk

// Not quuired: www.example.co.uk
cookieDomain:"example.com.uk"

})s
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I\/Iaintaining Visitors / return visitors Visitor Migration Grace Period

Visitor Migration

siteA.207.net

O

O

Metrics.siteA.com
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I\/Iaintaining Visitors / return visitors Visitor Migration Grace Period

Visitor Migration ID Service

siteA.207.net

O

Parent Domain
AMCV (AID)

Metrics.siteA.com
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I\/Iaintaining Visitors / Rretum Visitors Visitor Migration Grace Period

Visitor Migration ID Service

siteA.207.net

O

Parent Domain
AMCV (AID)

Metrics.siteA.com
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I\/Iaintaining Visitors / retm visitors Visitor Migration Grace Period

Takeaways:

*» Migrates s_vi cookies from one tracking server to another tracking server

** Required when you are using legacy (s_vi) tracking AND the tracking server
needs to change

** Not applicable after the ID service has been deployed

9 Adobe. All Rights Reserved. Adob




Grace Period




I\/Iaintaining Visitors / return visitors Visitor Migration Grace Period
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I\/Iaintaining Visitors / return visitors Visitor Migration Grace Period

Legacy

ID Service
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I\/Iaintaining Visitors / retum visitors Visitor Migration Grace Period

Legacy

Return Visitor

L (s_vi)

ID Service

2019 Adobe. All Rights Reserved. Adobe Confidential.



I\/Iaintaining Visitors / return visitors Visitor Migration Grace Period

Legacy

New Visitor

ID Service
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I\/Iaintaining Visitors / retum visitors Visitor Migration Grace Period

Legacy

New Visitor

ID Service
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I\/Iaintaining Visitors / retum visitors Visitor Migration Grace Period

Legacy

New Visitor

ID Service
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I\/Iaintaining Visitors / retun visitors Visitor Migration Grace Period

ID Service

Cookies

siteA.com
demdex.net

demdex
UUID | ABCDEFG

siteA.com
AMCV

MID | 4545454
AID | 8989898

Analytics Data
Collection

123456789@AdobeOrg

metrics.siteA.com A
AMCV

S_VI
8989898

N

4545454/8989898
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I\/Iaintaining Visitors / retum visitors Visitor Migration Grace Period

Takeaways:

** Only necessary if the ID service cannot be deployed to all sites/sections at the
same time

¢ Ensures that an s_vi cookie is always set

© 2019 Adobe. AllRights Reserved. Adobe Confidential |
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Cross-Domain Tracking / Acceptors Rrejecters cnane

ID Service

Cookies
siteA.com ID Service Call

N
1

demdex.net
ID Response

N

demdex
UUID | ABCDEFG

Analytics Data
Collection

siteA.com

AMCV AMCV
MID | 4545454 $
123456789@AdobeOrg 4545454




Cross-Domain Tracking / Acceptors Rrejecters cnane

Cookies

demdex.net

demdex
UUID | ABCDEFG

siteA.com
AMCV

MID | 4545454

9 Adobe. All Rights Reserved. Adobe Confidential.

siteB.com

123456789@AdobeOrg

ID Service

Analytics Data
Collection




Cross-Domain Tracking / Acceptors Rrejecters cnane

Cookies

demdex.net

demdex
UUID | ABCDEFG

siteA.com
AMCV

MID | 4545454

siteB.com

123456789@AdobeOrg

ID Service Call

ID Service

Vv

Analytics Data
Collection




Cross-Domain Tracking / Acceptors Rrejecters cnane

ID Service

Cookies

siteB.com

demdex.net
ID Response

N

demdex
UUID | ABCDEFG

Analytics Data

siteB.com Collection

AMCV

MID | 4545454 123456789@AdobeOrg




Cross-Domain Tracking / Acceptors Rrejecters cnane

ID Service

Cookies

siteB.com

demdex.net

demdex
UUID | ABCDEFG

Analytics Data

siteB.com Collection

AMCV

MID | 4545454 AMCY

N

4545454

123456789@AdobeOrg




Cross-Domain Tracking / Acceptors Rejecters cNaME

ID Service

Cookies

siteB.com

demdex.net

demdex
UUID | ABCDEFG

Analytics Data

siteB.com Collection

AMCV
MID | 4545454 123456789@AdobeOrg

AMCV

N

4545454

siteA.com

AMCV

MID | 4545454
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Cross-Domain Tracking / Acceptors Rrejecters cnane

ID Service

Cookies

siteB.com

demdex.net

demdex
UUID | ABCDEFG

_ Analytics Data
siteB.com Collection
AMCV AMCY
e | AR 123456789 @AdobeOrg ) pEYEYR
_ N 7
siteA.com

y N
AMCV
MID | 4545454
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Cross-Domain Tracking / acceptors Rejecters CNAME

siteA.com

123456789@AdobeOrg

© 2019 Adobe. All Rights Reserved. Ao?e Confidential. |



Cross-Domain Tracking / acceptors Rejecters CNAME

ID Service

siteA.com ID Service Call

Vv

123456789@AdobeOrg
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Cross-Domain Tracking / acceptors Rejecters CNAME

ID Service

Cookies

siteA.com

.net
ID Response

N

N | DEFG

siteA.com
AMCV

MID | 4545454 123456789@AdobeOrg




Cross-Domain Tracking / acceptors Rejecters CNAME

ID Service

Cookies

siteA.com

siteA.com
AMCV

MID | 4545454

Analytics Data
Collection

AMCV

N

4545454

123456789@AdobeOrg




Cross-Domain Tracking / acceptors Rejecters CNAME

ID Service
Cookies

siteB.com

Analytics Data
Collection

123456789@AdobeOrg
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Cross-Domain Tracking / acceptors Rejecters CNAME

ID Service

Cookies

siteB.com ID Service Call

Vv

Analytics Data
Collection

123456789@AdobeOrg
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Cross-Domain Tracking / acceptors Rejecters CNAME

Cookies

net

MNOPQRM UVWX

siteB.com

AMCV
MID | 5656565

siteB.com

123456789@AdobeOrg

ID Service

ID Response

N

Analytics Data
Collection




Cross-Domain Tracking / acceptors Rejecters CNAME

ID Service

Cookies

siteB.com

siteB.com

AMCV
MID | 5656565

Analytics Data
Collection

AMCV

N

5656565

123456789@AdobeOrg




Cross-Domain Tracking / acceptors Rejecters CNAME

ID Service
Cookies
siteB.com
siteB.com
AMCV
MID | 5656565
_ Analytics Data
siteA.com Collection
AMCV AMCV
MID | 4545454 123456789@AdobeOrg Ap—— >




Cross-Domain Tracking / acceptors Rejecters CNAME

ID Service
Cookies
siteB.com
siteB.com
AMCV
MID | 5656565
_ Analytics Data
siteA.com Collection
AMCV AMCV
MID | 4545454 123456789@Ad0be0rg' Ap—— >







Cross-Domain TraCking / Acceptors Rejecters CNAME

metrics.siteA.com - > siteA.sc.omtrdc.net
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|dent|fy|ng Visitors / Cookie Types Legacy ID Service

var visitor = Visitor.getInstance("INSERT-MARKETING-CLOUD-ORGANIZATION-ID-HERE", {
trackingServer: "INSERT-TRACKING-SERVER-HERE", // same as s.trackingServer
trackingServerSecure: "INSERT-SECURE-TRACKING-SERVER-HERE", // same as
s.trackingServerSecure

// To enable CNAME support, add the following configuration variables

// If you are not using CNAME, DO NOT 1include these variables
marketingCloudServer: "INSERT-TRACKING-SERVER-HERE",
marketingCloudServerSecure: "INSERT-SECURE-TRACKING-SERVER-HERE" // same as
s.trackingServerSecure

// Use Case: cookieDomain

// Required: www.example.com.uk

// Not quuired: www.example.co.uk
cookieDomain:"example.com.uk"

})s
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TrackingServer: metrics.siteA.com
MarketingCloudServer: metrics.siteA.com

siteA.com siteB.com
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TrackingServer: metrics.siteA.com
MarketingCloudServer: metrics.siteA.com

siteA.com siteB.com
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TrackingServer: metrics.siteA.com
MarketingCloudServer: metrics.siteA.com

siteB.com siteA.com
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TrackingServer: metrics.siteA.com
MarketingCloudServer: metrics.siteA.com

siteB.com siteA.com
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Takeaways:

¢ Cross-Domain tracking is impacted when browsers block the 3" party demdex
cookie

** CNAMEs can facilitate cross domain tracking in “rejecter” browsers if users
navigate to CNAME domain first
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